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| pieeHb. MouaTkoBui (TecToBi 3aBaaHHA)

1. CneuianbHa nporpama abo anapaTHUi 2. Akwnit npoToKon nepegadi gaHux ceigunTb
NpPUCTPIN, AKWIA KOHTpontoe Ta ginbTpye npo 6eaneuyHe Ta 3awmndpoeaHe 3'€e4HAHHA 3
MepexeBuii Tpadik 3a BCTAHOBNEHUMM BebcairTomM y Bpayzepi?
npaeunamu 6eaneku, ue: a) HTTP

o a)bBbpayzep 6) FTP

o 6) AHTMBIipyC B) IP

o B) Bpangmayep (Firewall) r) HTTPS
o r)Aucnetyep 3aBgaHb

3.llo 3 nepenidyeHoro € NpMKNagomMm
wkignueoro N3, Aake wuopye pannm
KOpUCTYyBa4a Ta BUMarae Bukyn?
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5.Ake 3 pin nopywye aBTopcbKe npaeo B IHTepHeTi?
o a) UntyeaHHAa ¢pparmeHTa cTaTTi i3
3aszHayvyeHHAM O)Kepena
o 6) BukopuctaHHA 306pa)keHHA 3 niLeHsiero
Creative Commons 3 BKa3syBaHHAM aBTopa
o B) MocunaHHA Ha ogiUiiAHUIA caiAT aBTOpa
o r) My6nikauina 4y>Koi eneKTPoHHOI KHUIK nif,
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4. Bup waxpaicTea, METOH AKOro € OTPUMaHHA
KoH}IgAeHUIMHMX gaHuX KopucTyBadie (naponis,
HOMEPpIB KApTOK) Yepes nigpobneHi cantn um
NUCTW, HA3MBAETLCA:

e o a) QiwmnHr
6) Nporpama-sumarau (Ransomware) o 6) Crydinr
:))t;‘:::im:;n o B) ®apMiHr

¥ o r) CkeiATbopavHr

6.fka 3 nogaHux kom6iHaujin €e HAWMBINbLLU
3axvLLLEeHUM naponem?
o a) 12345678
o 6) kR#9!mX2$vLP
o B) qwerty2026
o r) P@sswOrd! 9

Il piBeHb. CepepnHin (3'eaHaHHA Ta UeK6oKCH)

1 chuuaiWh MiDK MOHATTAM Ta MO0 BUSHAYEHHAM:

1. Komn'totepHui

lMporpama, W0 NPUMYCOBO AEMOHCTPYE
HebaxkaHi peknamHi baHepw.
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. TpoAHCbLKa
nporpama

Wkignuewnia kog, WO 34aTHWUKA CAMOPO3MHOXKYBATUCA
Ta NPUMKPINAOBATUCA A0 IHLWKMX Nporpam.
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3. WnuryHeeke M3

Mporpama, wo HenoMiTHO 36upae iHbopmauio Npo
Aii KopyucTyBada Ta nepegae 1i TpetiM ocobam.

L\  J

4. Peknamue N3 Mporpama, Wo MackyeTbCA Nig KopucHUn codt, ane

BUKOHYE NPUXOBAHI AeCTPYKTUEBHI Aii.

ucLIVEWORKSHEETS



2.06epitTe TP o3Haku Toro, W0 eNeKTPpoOHHUA NUCT € QILLMHIOBUM:

NNCT MICTINTb NMLUE TEKCTOBE NPWBITAHHA 31 CEATOM BE3 NOCWU/IAHb

AAPECA BIANPABHWKA MAE AWBHI CUMBOJIM ABO NOMWNKIA B AJOMEHI (HAMPUKTAL,
SUPPORT@PAYPA1-SECURITY.COM)

HA3BY CAWTY B MOCUNAHHI HAMTMCAHO YEPE3 MPOTOKO/ HTTPS

Y JINCTI € TEPMIHOBA BMUMOTA MEPEWTK 3A MOCWU/TIAHHAM MIA 3ATPO30H0 B/IOKYBAHHA
AKAYHTA

[0 INCTA IOOAHO NIAO3PITAN APXIB Y ®AN I3 PO3LLIMPEHHAM .EXE ABO .SCR

NACT HALIMLLOB BIA O®ILIMHOI CNY>XBEW MNIATPUMKW 3 BALLMM NEPCOHANBHNM . ..
3BEPHEHHAM NO IMEHI

Il pieHb. [locTaTHIN (3anoBHEeHHA NPONYCKIiB Ta BiAKPUTI 3anuTaHHA)

[ONOBHITbL peveHHA HeobXigHMMK TepMiHaMU (BNULWITL BIANOBIAb Y None):

e a) [lnA 3axncTy akayHTiB PEKOMEHOYETLCA BMUKATH

aBTeHTUdiKaLito, AKa BUMarae nigTBepA>kKEHHA BXo4y Yepes 404aTKOBUM
npuctpin abo CMC.
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e 0O) Pe3sepBHe kKonitoBaHHA AaHUX 3a NpaBuioM «3-2-1» nepenbayae
36epexxeHHA AK MiHIMyM KOonin AgaHMUx Ha PI3HUX HOCIAX, 3 AKMX Konia
30epiraetbca nosa goMomM/ogpicom.

IV piseHb. Bucokuin (CutyauinHmin aHanis 3 aeTonepesipkoto)

lMpoaHani3ynTe cUTyaLito Ta BUKOHaWTE 3aBAaHHA:

YueHb 8 knacy Onekcin wykas y mepexxi 6e3K0oLWTOBHY 3namaHy Bepcito rpu. Ha oaHomy
3 ¢opyMiB 3HAWLLOB 3aBaHTaAXKEHHA .zip-apxiBy. AHTUBIpPYC BUAaB nonepemkeHHA npo
3arpoay, ane Ha CTopiHLUi HanucaHo: «BUMKHITbL aHTUBIPYC, Lie NOMUIKOBE CnpaLtoBaHHA».
Onekcin BUMKHYB 3axucT i 3anyctue setup.exe. Yepes roguHy BCi voro ¢annm aMiHUAU
po3LlwuMpeHHa Ha .locked, a Ha ekpaHi 3'ABMAaca BUMora nepekasartm KpUnToBantoTy.

A) BKAXITb BUA LWKIAUBOTO b) O6epitb YCI TP noMunku, AKUX NnpunycTueca Onekcin:

NPOTPAMHOTIO 3ABE3MEYEHHSA, BIA AKOTO e [] 3aRaHTakeHHA Gainie i3 HeNepeBipeHoro
MOCTPAXOAB MK: niparcumro OXKepena
DILLNHI e [] BUMKHEHHS aHTUBIPYCHOIO 3aXUCTY

[ ] 3anyck HEBiAOMOID BUKOHYBaHOro hanny .exe
[ ] BukopucTtaHHa 6pay3sepa Aana noluyky iHGopmaui
[ ]PanToBe BigkntoueHHA KoMn'toTepa Big Mepexxi Wi-Fi

MPOTrPAMA-BMMATAY (RANSOMWARE)
I:I PEK/TAMHE M3 (ADWARE)

B) Axy MNMEPLUY Ta HamMBaxxnMBiLLy Aito Mae BlUKoHaTK Onekciin ogpasy nicns BUABNEHHS 3arposu, Wwob

3YNMHKUTK NoWKWpeHHa xpobaka?
* a) OnnaTnTi BUKYN Y KPUNTOBANHOTI éﬂ
* 6)HeraiiHo BigknouuTtu MK Big Mepexi IHTepHeT (Wi-Fi/kabenb) ~N —

* B) OHOBWTKM OnepauinHy cucTemy

* 1) MNepesaBaHTaXMT1 KOMN'HOTEP Kinbka pasis s LIVEWORKSHEETS




