KY «Kibepririena, caMoperyisiilis Ta BUK/IMKH WTYYHOTO iHTEIEKTY B cy4dacHidin.

Koncnexr ypoxy aas 10-11 kaacy

Tema: Kibepririena, camoperyisiiss Ta BAKIHKHA IITYYHOTO iHTEJIEKTY B
cy4acHiil KidepKyJbTypi.

(Kibepeiciena ma npaeuna besnexu; kibepmeopuicms i camopeeyaayia, pors LI ma xibepzacposu,
nos azani 3 I11.)

Mera:

1. PopmyBaHHs 3HAHB NPO OCHOBH KiOCPTIri€HH, BKIIOYHO 31 CTBOPCHHAM HaTiHHHX
1apoJiiB, BaAIMBICTIO OHOB/IEHb T 3aXMCTOM IIPHBATHOCTI.

2. Po3BHTOK YMiHBb 32CTOCOBYBATH Me/lia-apT Ta MEMOTROPYICTE T8 eMOIiHHOT 1 IIHHICHO-
CMHCJIOBOT caMOperylsilii, 0coOIHBO B yMOBAX CTPeECY.

3. Ocmucaenus poai wryunoro intenexty (I1I) y cTBOpeHHI KOHTEHTY Ta aHaJdi3
Kiflep3arpo3, cnpuyHHEeHHX HOro BHKOpHCTaHHAM (Hanpuknaj, deepfake, mocuieHHs

(hinmMHrY).

Tun ypokxy: KomOiHoBauHii (JieKilis, AMCKycCis, NpakTHYHA poOoTa 3 eleMeHTaMK aprrepartii).

Obaaananna: Komn’orepu/cMapTonH 3 10CTYNOM A0 MEpeiKi, MPOEKTOP, JOUIKA, IHCTPYMEHTH
JUIst CTBOPEHHS IM()POBOTO KOHTCHTY (OHIaiH-reHepatopn MemiB, 4ar-0otu L1, marepiann ais
00roBOpEHHH).

Jep:kaBHi BHMOIH /10 PiBHS 3arajibHOOCBITHBOT migroroBku yuHis (10-11 knac): Yuuni Maore
YMITH OI[IHIOBATH PH3HKH MEIACIIOKHBAHHSA, IPUHMATH a/IEKBATHI PillIEHH, PO3ITI3HABATH
MaHInYISIT T NPOTHCTOATH JECTPYKTUBHHM BIUiMBaM. Baxiuso opMyBaT KyJIsTypy
0e3neyHore cnijIKyBaHHs B MEPEKI.

Xia ypoxy
I. Oprani3zauiiinuii momenT (5 xB)
= Biranns, nepesipka rorToBHOCTI.

e  Axryanizauin: OOrosopeHHs akTyanbHOCTI iHopMmaniinoel 0e3neku, 0coOIHBO B yMOBaX
BIHHH, KOJIM IHTEPHET cTae «MiHHUM ronem». Hasuukn indopmaniiiaoi ririenu ta
MeiarpaMOTHOCTI BU3HAHI KITFOHOBUMH y 21 cTomiTTI.

I1. Bupuenns Hosoro Marepiajay ta npaktTu4ni snpasu (30 xg)
1. KiGepririena Ta npaBuia 6e3nexn (nmapoJi, oHoBJIeHHs, npuBaTHicTh) (10 xB)

Kibepriricna — 11e koMniexc 3BHYOK, MPAKTHK i TPaBHI, CIPAMOBAHHX Ha 3aXHCT 0COOHCTHX
JTaHuX, mUgpoBoi pemyTailii Ta MPUCTPOIB Bix 3arpo3. Lle KpUTHYHO BaKIHBA KOMIIETEHILS
BHAKHBAHHA Y THPPOBOMY MPOCTOPI.

1. Hapniiini napoai ta asrenrudikanis:
v Tlapoai MaioTh OyTH YHIK&IBHHMH Ta HATLITHHMH.

v" He Bukopucrosyiite ocobucri naui (I11b, nary Hapomkenss, aapecy) y napossx uu
JoriHax, OCKiIbKH L€ HOJErIye 3/I0BMHCHHKAM LLAXPAHCTBO T4 BUTIK JAHHX.
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KY «Kibepririena, caMoperyisiilis Ta BUK/IMKH WTYYHOTO iHTEIEKTY B cy4dacHidin.

v 3apxan BHKopucTOBYiiTe IBOdakTopHy aBTeHTH(piKaniro (MFA/2FA), skiio BoHa
J0CTYIHA, 1100 MiATBEpANTH, IO BH 1€ AificHO BH (Hanpukiaan, yepe3 SMS abo
J3BIHOK).

v PexoMeH/1yeThCs BHKOPUCTOBYBATH MeHeKepH napoJiiB [uis 6e311e4Horo
30epiranis DaraThox CKJIAJHHX NapQIiB.

2. OHoBJIeHHS NMPOrpaMHOro 3ade3nev4eHH :

v" CBO€YacHe BCTAHOBIEHHSI OHOBJIEHB ONMEPAIliifHIX CHCTEM Ta MPOrpaM € KPHTHYHO
BaJKJIMBHM, OCKIIBKH OUIBIIICTE OHOBIEHE MICTATE BaXKIIMBI HaT4l Oe3leKH.

v BiakianaHHs OHOBJIEHE (THIIOBA NOMHIIKA) J03BOJISE KiDEP3I04HHIIAM
EKCILTYATYBATH Bi/IOMI BPa3IHBOCTI.

3. IlpuBaTHicTh Ta NePCOHAILHI JaHi:

v" [IpuBaTHICTE — II€ WIHHICTB, 10 BKITIOMAE TTPABO KOHTPOIKOBATH iH(POPMALLFO TIPO
cede, TAEMHHUITIO 3B A3KY 1 3aXHCT MEPCOHANBHUX JIAHHX.

v TlepconanbHi aani — 1e indopmallis, 3a koo MoxkHa igerTudikysarn ocoly (115,
anpeca, GaukiBehKi gani, hoto).

v" IlpaBuno camosaxucty: PeryisipHo neperisaaite HananrryBaHH NPHBATHOCTI B
aKayHTax, poOnadn iX 3aKpHTHMH JUIs HE3HAHOMIIIB, 1100 YHHKHYTH KiOepOyniHry Ta
HeOaxaHHX KOHTAaKTIB.

v" 'V BO€HHHIT yac 3a00pOHEHO Nepe/iaBaTh NepcoHalbHI Jani (HoMepH TenedoHis,
micrie poboTH OaTkkig) Ta mybaikyBaTH iHpopManir npo nepecyBaHHs BiHCHKOBOI
TEXHiKH, MicIs BHOYXiB a00 AHCIIOKAaIliI0 BIHCHKOBHX 00'€KTIB.

2. KideprBopuicTh i camopery/isiiisi: BHKOPHCTAHHA Me/lia-apTy Ta MeMOTBOPYOCTi 115
rapmouizauii emouiiinoro crany (10 xB)

1. KibeprBopuicTh AK pecypc:

HKHTTEBHX 3dB/ldHb.

v KibepTBopHicTh CIpHsie aHTHCTPECOBIH CMICIOBIH camMoperynaitii Ta akTHBizanii
BHYTpilIHIX pecypcis. Lle TpeTs ckianopa MeliakOMIETEHTHOCTI, IO OMHCYE
BHKOPHCTaHHS ME/IIaBIIMBIB JUISl CAMOPETyJIslii BHYTPILIHBOTO CBITY.

2. Mepia-apr-Tepamnis:

v' lle HOBITHI# pi3HOBH] apT-Tepanii, 10 BHKOPHCTOBYE CYYacHi CHCTEMH
KOMYHIKallii Ta KibeprnpocTip sk 3aco0H 311i1eHHs 0COOHCTOCTI.

v' Mepnia-apT-Teparnisi 10noMarae nojioNaTi HeraTHBHI CTaHH, BUKIMKaHi Metia-
MOB1TOMIICHHSMH,

v Teopumii nporec y Meaia-apTi (HanpyKiam, CTBOpEHHS (HOTO/BiAe0/KomaKiB 3a
JIOTIOMOTO0K0 CMapT(OHA) 3HHAKYE CTPAXH NIEPE] TBOPUICTIO Ta J03BOJISE
OTPHMATH EMOILIHHY MiATPHMKY Hepe3 MOIIHPEHHs! KOHTEHTY (J1aifku).

V' TIpHKIa1: CTBOPEHHS TUIACTHIIIHOBOI aHiMallil sk (JOPMH Mejlia-apTTeparii.
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5 HaVpos
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3. MemoTBopUicTh:

¥v" MeMOTBOPYICTh BH3HAYEHA SK PI3HOBH KiGEPTBOPUOCTI, SKHIT MOKE BYTH
BUKOPHCTAHMI 11 rapMOHi3allil eMOIiiiHOro crany, 0co0NMBO B YMOBAaX BilHH.

v' CTBOPEHHS MEMIB € PE3y/JILTATOM CHUIBHOT TBOPHOCTI 1 MOzKe OyTH 3ac000M Jyist
MOIOJIAHHS KOJICKTHBHOT TPABMH.

3. Poab mirtyuHoro inteaexty (LHI) y crBopenHi KoHTeHTY Ta Kidep3arpo3u, nos’sizani 3 LI
(10 xB)

1. Poas Ul y creopenni koHTEHTY:

v Iryunwnii intenexr (1) nepami Ginbiie BniHBae Ha indopMaltiiiHe cepeioBHIILe,
Bi/l aBTOMATH30BaHOTO CTBOPEHHS HOBHH [0 MEPCOHATI30BAaHOTO KOHTEHTY.

v" 1111 BUKOPHCTOBYETBCS [UIS TeHEPaLlil KOHTEHTY (TEKCTIB, MATIOHKIB, aHIMalli,
My3udHuX (pparmentir). lle wacto posmisaacTses SK CHiBTBOPYICTE MiK JIOIHHOKW
(3amoBuukoM) 1 LI (komminaTopom).

v II-incrpymenTH, Taki sk ChatGPT Ta iHuii reHepaTHBHI MOBHI MOJIEINI, MOKYTh
3aMOBHIOBATH OCBITHI PECYPCH Ta BUCTYTIATH Y BUTIIAMI 1HAMBILYaTLHOTO
ACHCTEHTA/THLIOTOPA.

2. Kibdep3arpozu, nos’sa3amui 3 LI1:

v 11 BUKOPHCTOBYETHCS KiOEP3MOUMHIIAMH 7Sl 3HAYHOTO MiJABHINCHHS JOCKOHAIOCTI
itmiHry, cotiansHoi iHKeHepil Ta atak mkiumsoro I13.

v' Deepfake-texnouorii ta 60T-mMepeski HHPOKO MOIMUPEH] JUIs MAHIYIISAIIH MAaCOBOIO
CBiIOMICTIO Ta Ae3iHdopmartii.

v' I six komn’10TEpHA MPOrpamMa He MOoKe HeCTH MOBHY BiJITOBIANIBHICTH 33 CBOT
BIIMORIII, OCKIJTBKH BOHH Da3yHThCA HA AITOPHTMAX, a HE Ha CBIIOMOCTI 4H
camocTiitHocti. KopucTyBadi MOBHHHI caMOCTIHHO TIEPEBIpATH iH(pOpMAILitO.

¥ BHHHKAIOTH 3arpo3u mo/j10 0e3rnekn 0cOOHCTHX JaHHX, KOMIIPOMICY Mik
KOH(IAEHIIAHICTIO Ta NepCOHalli30BAHMMH JIAHUMH, OCOOJIMBO [IPH BUKOPHCTAHHI
pexomMenaniiuux cucrem Ha 6asi 111

Password:

CErr

L) Bemember my

Flceparschaan Fan 1 K HH{IIrIeie; 008 e T8 KOS NOBAAN
B ERCIRE AN GO LN DenaRN
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I11. MpaxkTukym: KiGepreopuicTs Ha 3axucTi ririenn (15 xB) 3aBnanns:

CrBopenns Memy abo MpOCTOro Bi3yallbHOTO/TEKCTOBOIO MPOLAYKTY (3 MOMIHBHM BHKOPHCTAHHAM
[II-iHcTpyMEHTIB, SKIIO 11€ A03B0Js€ 00NaqHaHHs), 0 UIICTPYE OlIHE 3 npaBwi Kibepririenn abo
caMoperyJsii.

v Yuni obuparote Temy (Hanpuknan, "Hamiiinuii napons”, "He ainurncs reonokaiiero”,
"Inopmaniiinnii netoxc" ado "Tpotuais (eiikam").

v" BHKOPHCTOBYIOTH MEMOTBOPUICT K 3aci® TBOPUOro CaMOBHPAKEHHS Ta TapMOHi3ailii.

v Ilpu Bukopucranti lII-iHcTpyMeHTIB (HanpukIiazm, A1s reHepanii KapTHHOK): 00rOBOPHTH,
sik came LT gornomir cTBOpUTH KOHTEHT (AK "KoMOinanio" i1eif) i SKi eTHYHI THTAHHSA
BHHHKAKTh 11PH BHKOPHCTAHHI 3I€HEPOBAHOTO KOHTCHTY.

I'V. Peduiexcis Ta nizeymox ypoky (5 xB)

v JInckycia: OOropopeHHs CTBOPEHUX POOIT. Sk TBOPUICTE MOMKE AOMOMOTTH Y camopezyaayii
Ta iHopmayiiinitt cmitikocmi (MOPaIbHO-1IHHICHA BU3HAYEHICTh € OCHOBOK) iH(OpMaliiHOT
cTiHKOCTI).

v ViaraJibHeHH$l KJIWY0BHX 3HaHb: HeoOXiHicTh KpUTHYHOTO MHUCIEHHS, iH(opMalliiina
ririeHa Ta eTHYHe BUKOPHCTAHHS IM(POBHX TEXHOIOTIH € HeoOXiAHUMH U1t rapMOHiIHHOTO
PO3BHTKY 0COGHCTOCTI.

V. lomamue 3apaanns (5 xB)

v CKJacTH OHOBJIeHI MpaBH/Ia MeliacoKHBAHHA 3 YpaxyBaHHAM HOBHX TexHonorii (1T)
Ta CYCTTBHO-TIOMITHYHOT CHTYAIIiT, BHKOPHCTOBYIOUH 3HAHHS Mpo KibepririeHy (Hanmpukian,
"mpaBuio indopMaltiiinoro camozaxucty').

v Ilposecrn "undposuii ayaur" croix nydniyHux npodiaie y comiaibHHX Mepekax, 1mod
OOMEKHTH JIOCTYII 10 HAAMIPHO 0coOucTol iH(popmarii.
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