Question: 266 CertylQ

HOTSPOT -
You have an on-premises datacenter that contains the hosts shown in the following table.
Name Description

Server1 Domain controller that runs Windows Server 2019

Server that runs Windows Server 2019 and has Azure AD

Connect deployed

Server that runs Windows Server 2019 and has a Microsoft

ASP.NET application named App1 installed

Server4d | Unassigned server that runs Windows Server 2019

Firewall1 Hardware ﬁ_rgwal[ connected to the internet that blocks all traffic
unless explicitly allowed

The Active Directory forest syncs to an Azure Active Directory (Azure AD) tenant. Multi-factor authentication
(MFA) is enforced for Azure AD.

You need to ensure that you can publish App1 to Azure AD users.

What should you configure on Server4 and Firewall1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Server2

Server3
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The Active Directory forest syncs to an Azure Active Directory (Azure AD) tenant. Multi-factor authentication
(MFA) is enforced for Azure AD.

You need to ensure that you can publish Appl to Azure AD users.

What should you configure on Server4 and Firewall1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Service to install on Server4: -

Azure AD Application Proxy
The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service
Web Application Proxy in Windows Server

Rule to configure on Firewall1: -

Allow incoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Server4.
Allow outbound HTTPS connections from Server4 to Azure AD.
Allow outbound IPsec connections from Server4 to Azure AD.
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Question: 267
HOTSPOT -

CertylQ

You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant
contains the users shown in the following table.

Name Role
Admin1 Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps named Appl and App2. The global administrator registers App1in Azure AD.
You need to identify who can assign users to Appl, and who can register App2 in Azure AD.

What should you identify? To answer, select the appropriate options in the answer area.

MNOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Can assign users to App1: v
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: v
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1
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Question: 268 CertylQ

HOTSPOT -
You have a custom cloud app named App1 that is registered in Azure Active Directory (Azure AD).
Appl is configured as shown in the following exhibit.
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Hsave X Discard @ Delete | D Got feedback?

Enabled for users to sign-in? ® No )

Name © l Appl v ‘

Homepage URL ©® [hnp;;rfapplm%m‘iionmicrosoﬂ.mmf ‘

Logo ©®

User access URL © | https://myapps.microsoftcom/signin/App1/09df58d6-d29d-40de-b0d... |
Application ID © | 09af5806-d29d-40de-b0d0-3217dc63c665 J
Object ID @ | 03709022-7e61-4007-2220-04dbc269c3 |

Terms of Service Url © | Publisher did not provide this information MSH EETS



Privacy Statement Url © Publisher did not provide this information

Reply Url © https://contoso.com/App/logon

)

User assignment required? ©® ( Yes ->
Visible to users? ® No

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

[answer choice] can access App1 from the -
homepage URL. |Allusers

No one

Only users listed on the Owners blade

Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app -
launcher for [answer choice].

all users

no one

only users listed on the Owners blade

only users listed on the Users and groups blade
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Question: 271 CertylC

HOTSPOT -
You have a Microsoft 365 tenant that contains a group named Groupl as shown in the Group1 exhibit. (Click the

Group1 tab.)

You create an enterprise application named Appl as shown in the App1 Properties exhibit. (Click the Appl
Properties tab.)
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Dashboard > ContosoAzureAD > Enterprise applications > App1

I' App1| Properties
"7 Enterprise Application

B Overview

[ Deployment Pian

A Diagnose and solve problems

Manage
{Il Properties

Owners

L

Roles and administrators (Prev.

Users and groups

© &

Single sign-on
Provisioning

Application proxy

O | &

Self-service
Security

& Conditional Access
-] "

gh Permissions

@ Token encryption

Activity

—
I

Enabled for users to sign-in? ©
Name
Homepage URL @

Logo

User access URL (0
Application ID (O

ObjectID ©

Terms of Service Url (D

Privacy Statement Url
Reply URL (O

User assignment required? (0

] save X Discard [§] Delete = < Gotfeedback?

- v )
Appt D)
hitps://app1.m365x629615.onmicrosoft com/ |

AP

select e
hitps:/imyapps.microsoft com/signin/App1/09df58d6-d20d-40de-b0d... 1) |
[ 1fdc63c665 D]
103709422766 1-4007-2200-04dbdff269cd D]
 Publisher did not provide this information o
| Publisher did not provide this information |
| hitps:/icontoso.com/App1/iogon D)

€% ' GLIVEWORKSHEET

S



D Ssign-ing W Visible to users? (O (ves GETID
You configure self-service for App1 as shown in the Appl Self-service exhibit. (Click the App1 Self-service tab.)
Dashoboard - ContosoAzureAD > Enterprise applications > App1 '

App1 | Self-service

Enterprise application Select approvers
T Bsave X Sored
B overview
User1
@ oeployment Plan Allow users 1o request access to this “ No User1@m365x629615.onmicrosoft com
application? (O Selected
Manage
j : User2
) To which group should assigned users be  Select Group
il Properties added? © Group1 User2@m365¢629615 onmicrosoft com
& Owners . )
Require approval before granting access “ Ne ) Userd
& Roles and administrators (Pre__ to this application? @ B User3@m365x629615.onmicrosoft. com
& Users and groups Wheo is allowed to approve access to this  Select approvers Userd
0] Single sign-on application? © 1 users selected Userd @m365x6206 15 onmicrosoft com
& Provisioning To which role should users be assignedin 5 Selected approvers
B ashat this application? * © Default Access Usert
P AR ey User1@m366:629615 onmicrosoft com
C  Self-service -
Security

& Conditional Access

A Permissions
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point. ELIVEWO RKSH EETS



Hot Area:

Answer Area

Statements Yes No

The members of Group3 can access App1 O
without first being approved by User1.

After you configure self-service for App1, O O
the owner of Group1 1s User1.

App1 appears in the Microsoft Office 365
app launcher of User4. O O
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Question: 273 CertylQ

HOTSPOT -

Your company has a Microsoft 365 tenant.

All users have computers that run Windows 10 and are joined to the Azure Active Directory (Azure AD) tenant.

The company subscribes to a third-party cloud service named Servicel. Servicel supports Azure AD authentication
and authorization based on OAuth. Servicel is published to the Azure AD gallery.

You need to recommend a solution to ensure that the users can connect to Servicel without being prompted for
authentication. The solution must ensure that the users can access Servicel only from Azure AD-joined computers.
The solution must minimize administrative effort.

What should you recommend for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Ensure that the users can connect to Service1
without being prompted for authentication: v
An app registration in Azure AD
Azure AD Application Proxy
An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Service1 only
from the Azure AD-joined computers: -
Azure AD Application Proxy
A compliance policy
A conditional access policy
An OAuth policy
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Question: 275 CertylQ

DRAG DROP -

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com.

The company is developing a web service named Appl.

You need to ensure that App1 can use Microsoft Graph to read directory data in contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of
actions to the answer area and arrange then in the correct order.

Select and Place:

Actions Answer Area

Add a group claim.

Create an app registration.

Grant admin consent.

Add delegated permissions.

Add app permissions.
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