Question: 218
HOTSPOT

CertylQ

You have a Microsoft 365 ES subscription that contains two groups named Groupl and Group2. The subscription

contains the users shown in the following table.

Name Member of

Role

User1 Group1

None

User2 | Group2

Global Administrator

User3 | Group1, Group?2

None

You create the following Conditional Access policies:

*Name: Policy1

-Users:

o Include: Group1

o Exclude: Group2
Target resources:

o Include: All cloud apps

“Grant:

o Grant access: Require multi-factor authentication
*Session:

o Persistent browser session: Never persistent
*Name: Policy2

*Users:

o Include:

- Directory roles: Global Administrator

- Users and groups: User3

0 Exclude: Group2

*Target resources:
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o Persistent browser session: Never persistent
*Name: Policy2

*Users:

o Include:

- Directory roles: Global Administrator
- Users and groups: User3

o Exclude: Group2

-Target resources:

o Include: All cloud apps

-Session:

o Sign-in frequency:

- Periodic authentication: 2 hours

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User1 will be prompted for the Stay signed in option when they sign Qo 0O
in to the Microsoft 365 portal.

User2 must reauthenticate to Microsoft 365 Apps every two hours. O O
User3 must reauthenticate to Microsoft 365 Apps every two hours. O O
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Question: 221 CertylQ
HOTSPOT

You have a Microsoft 365 E5S subscription that contains a Microsoft Teams team named Team1 and two Microsoft
365 groups named Group1 and Group2. The subscription contains the users shown in the following table.

Name | Member of Role
User1 Group1 None
User2 | Group?2 None
Userd | Group1 Global Administrator

You create an access package that has the following settings:
*Name: Packagel

‘Resource roles:

oTeaml: Owner

‘Users who can request access: For users in your directory
oSpecific Users and Groups: Group1

*Require approval: Yes

oRequire requestor justification: No

oHow many stages: 1

oFirst Approver: Team1, User3

oRequire approver justification: Yes

-Enable new requests: Yes

*Expiration:

oAccess package assignments expire: 7 days

oUsers can request specific timeline: Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point. H LIVEWO RKSH E ETs



Answer Area

Statements Yes No
User1 can gain access to Team1 by requesting Package1. O O
User2 can gain access to Team1 by requesting Package1. O O
User3 can approve their own request for Package1. O O
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Question: 233 CertylQ
HOTSPOT

You have an Azure subscription named Sub1 that contains two resource groups named RG1 and RG2. Subl contains
the users shown in the following table.

Name Member of
User1 Group1, Group2
User2 | Group2
User3 | Group3

Sub1 contains the resources shown in the following table.

Name Type In resource group
VM1 Virtual machine | RG1
Vaultl | Azure Key Vault | RGT
Vault2 | Azure Key Vault | RG2

You create the role-based access control (RBAQ role assignments shown in the following table.

Role Member of Scope
Reader Group1 Sub1
Key Vault Secrets User Group?2 RG2
Owner Group3 RG1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point. |
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Answer Area

Statements Yes No
User1 can read the contents of the secrets stored in Vault1. Q O
User2 can read the contents of the secrets stored in Vault2. O O
User3 can update the configuration of VM1. O O
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Question: 234 CertylQ
HOTSPOT
You have an Azure subscription that contains a resource group named RG1. RG1 contains two virtual machines

named VM1 and VM2 that have Microsoft Entra ID login enabled.
The subscription contains the users shown in the following table.

Name Role Role scope
Userl | Virtual Machine User Login Subscription
User2 | Virtual Machine Contributor RG1

User3 | Virtual Machine Administrator Login | VM1

Which users can sign in to VM1, and which users can sign in to VM27 To answer, select the appropriate options in
the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

VM1:

VM2:

User1 only

User2 only

User3 only

User1 and User3 only
User2 and User3 only
User1, User2, and User3

User1 only

User2 only

User3 only

User1 and User3 only
User2 and User3 only
User1, User2, and User3

[VE]
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Question: 236 CertylQ
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You have a Microsoft 365 ES subscription that contains two groups named Groupl and Group2 and the users
shown in the following table.

Name Member of Role

User1 Group1 None

User2 | Group1, Group?2 None

User3 | Group2 Global Administrator

The subscription contains a Conditional Access policy that has the following settings:
*Name: Policyl

+Assignments

olnclude

-Users and Groups: Group1

-Directory roles: Global Administrator

oExclude

-Users and Groups: Group2

oTarget resources

-Include

-All cloud apps

-Access controls

-Grant

-Require multifactor authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User1 must use multifactor authentication (MFA) when signing in to Microsoft 365 apps. (®, O
User2 must use multifactor authentication (MFA) when signing in to Microsoft 365 apps. O @)
User3 must use multifactor authentication (MFA) when signing in to Microsoft 365 apps. O O
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Question: 237 CertylQ
DRAG DROP

Your on-premises network contains an Active Directory Domain Services (AD DS) domain. The domain contains a
server named Serverl that runs Windows Server and hosts a shared folder named Sharel. The domain contains 500
devices that run Windows 11.

You have a Microsoft 365 E5 subscription that syncs with the domain.

From Global Secure Access, you enable the Private access profile and deploy the Global Secure Access client to
all the devices.

You need to ensure that the devices can connect to Sharel remotely by using Global Secure Access.

Which three actions should you perform in sequence? To answer move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.
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Actions Answer Area

Create an enterprise application. 1
Create an application segment. 2
Allow internet inbound traffic 3
on TCP 443 to Serverl.

Install a connector on Servert.

Create an app protection policy.
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Question: 239 CertylQ
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You have a Microsoft 365 subscription.

You configure a Global Secure Access security profile named SecurityProfilel.

You need to create a Conditional Access policy named CAPolicy1 that will use SecurityProfilel.

Which two settings should you configure to ensure that CAPolicyl uses SecurityProfile1? To answer, select the
appropriate settings in the answer area.

NOTE: Each correct selection is worth one point,
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Answer Area

Home > Conditional Access | Overview

New
Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more ('

Name *
CAPolicy1 v

Assignments

Users (O

All users

'Target resources ()

No target resources selected
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Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more ('

Name *
CAPolicyl v/

Assignments
IUsers ©

All users

Target resources (O

No target resources selected

Network New O
Not configured

Conditions &)
0 conditions selected

Access controls

Grant ()

0 controls selected

Session (O

0 controls selected
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