Question: 18

HOTSPOT -

CertylQ

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the

objects shown in the following table.

Name Type In organizational Description
unit (OU)

User1 User OouU1 User1 is a member of Group1.

User2 User OuU1 User2 is not a member of any
groups.

Group1 | Security group | OU2 User1 and Group2 are members
of Group1.

Group2 | Security group ou1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU
Filtering exhibit. (Click the Domain and OU

Filtering tab.)
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You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU
Filtering exhibit. (Click the Domain and OU

Domain and OU filtering

Tasks If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically
Connected to Azure AD perform full import on the directory.
Sync Direct contoso.com - Refresh Domains [ 7]

Connect Directories Sync all domains and OUs

Domain/OU Filtering %) Sync selected domains and OUs

Filtering {4 B contoso.com

Optional Featureés Builtin

Computers

Configure e

Domain Controllers
ForeignSecuntyPrincipals
Infrastructure
LestAndFound

Managed Service Accounts
oun

ou2

Program Data

System

Users

JLACN

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the

Filter Users and Devices tab.)
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¢ Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.

Tasks
Connected to Azure AD
Sync

Connect Directories

Domain/OU Filtering Synchronize all users and devices

Filtering ® Synchronize selected 0

Optional Features FOREST GROUP

Configure contoso.com ICN =Group1,0U=0U2,D0C= contoso,DC=com Resolve (]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

Statements Yes No

User1 syncs to Azure AD. O O
User2 syncs to Azure AD. O O

Group?2 syncs to Azure AD. O O

uoLIVEWORKSHEETS



Question: 20 CertylQ

DRAG DROP -

You have a new Microsoft 365 tenant that uses a domain name of contoso.onmicrosoft.com.

You register the name contoso.com with a domain registrar.

You need to use contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

Select and Place:
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Actions

Delete the contoso.ommicrosoft.com domain.

Add a custom domain name of contoso.com.

Set the domain to primary.

Create a new TXT record in DNS.

Successfully verify the domain name.

Answer Area
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Question: 21
HOTSPOT -

CertylQ

You have an Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium Plan 2 license.
The tenant contains the users shown in the following table.

Admin1

Cloud device administrator

Admin2

Device administrator

User1

You have the Device Settings shown in the following exhibit.
£33 Devices | Device settings

Default Derectory - Azure Active Directory

Ed AN devices

5 Device settings

@ Enterprise Siate Rcaming
£ BitLocker keys (Preview)

X Diagnose and solve problems
Activity

E Audit logs

wa Bulk operation results (Preview)

B save X piscard 7 Got feedback?

Users may join devices to Azure AD (5)

-“ Selected None )

Selected

Users may register their devices with Azure AD (3)

All None )

Dewvices to be Azure AD icined or Azure AD reaistered reauire Multi-Factor AuthenIELIVEwo R Ks H E E I s



B see X Discarg = Got feedback?
M AR dences
Lisars may join devices 10 Arure AD

9. Dinace sesings G cocces  neee

@ Enterprite State Roaming

£ pilLocker ke (Pravra
2 Dusgroie ard sobe problems

Activity Usars may regitler ther devides with Aure AD

-

B Aucitiogs

& Bulk operation results (Prevsaw]

Devicks 10 b Arure AD joined of Azuie AD Fegistensd reglse Mulli-FRCIOT Authantication

e S

Troubleshooting + Jupgeart

B New support régquest

ik We recomement that o reguire Multi-Fatar Authentication 19 fegl
device setting o Na o you regquee Mult-Factor Authentcaton wvung

devoes using Conditional ACoess. S6tths

ol Access

Additional local administrators on all Azure AD joined devices

Userl has the devices shown in the following table.

Name | Operating system Device identity
Devicel | Windows 10 Azure AD joined
Device2 |i0S Azure AD registered
Device3 | Windows 10 Azure AD registered
Device4 | Android Azure AD registered

Far each of the following statements, select Yes if the statement is true. Otherwise, select Mo,
NOTE: Each carrect selection is worth one point.

Hat Area:

Answer Area

Statements Yes No
Usert can join four additional Windows 10 devices to Azure AD. Q| O

Admin1 can set Devices to be Azure AD joined or Azure AD registered require O 1O
Multi-Factor Authentication to Yes.

Admin2 is a local administrator on Device3.
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Question: 22 CertylQ

DRAG DROP -
You have a Microsoft 365 ES subscription that contains three users named Userl, User2, and User3.
You need to configure the users as shown in the following table.
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User Configuration
User1 User administrator role
Device Administrators role
e |dentity Governance Administrator
role
User2  Records Managementrole
e Quarantine Administrator role group
User3 e Endpoint Security Manager role
¢ Intune Role Administrator role

Which portal should you use to configure each user? To answer, drag the appropriate portals to the correct users,
Each portal may be used once, more than once, or not at all. You may need to drag the split bar between panes or

scroll to view content.

NOTE: Each correct selection is worth one paint.

Select and Place:

Portals

Answer Area

Azure Active Directory admin center

] Exchange admin center

! User1: l ‘

Microsoft 365 compliance center | User2: l ‘

]Microsoﬂ Endpoint Manager admin center| User3: ‘ ‘

SharePoint admin center
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Question: 26 CertylQ

HOTSPOT -

You have an Azure Active Directary (Azure AD) tenant and an Azure web app named Appl.

You need to provide guest users with self-service sign-up for Appl. The solution must meet the following
requirements:

= Guest users must be able to sign up by using a one-time password.

= The users must provide their first name, last name, city, and email address during the sign-up process.

What should you configure in the Azure Active Directory admin center for each requirement? To answer, select the
appropriate options in the answer area.

MNOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

One-time password: v
A linked subscription
An identity provider
Azure AD Privileged Identity Management (PIM)
The External collaboration settings

User details: l v

A user flow

Access reviews

An access package
The tenant properties

soLIVEWORKSHEETS



Question: 29
DRAG DROP -

You need to resolve the recent security incident issues.
What should you configure for each incident? To answer, drag the appropriate policy types to the correct issues,
Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between

panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Policy Types

An authentication method policy

A Conditional Access policy

A sign-in risk policy

A user risk policy

Answer Area

Leaked credentials:

A sign-in from a suspicious browser:

Resources accessed from an
anonymous IP address:

CertylQ
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Question: 30
HOTSPOT -

CertylQ

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

User type

Directory synced

Userl | Member Yes
User2 | Member No
User3 | Guest No

Far which users can you configure the Job title property and the Usage location property in Azure AD? To answer,
select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Job title property:

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Usage location property:

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3
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Question: 34

DRAG DROP

CertylQ

You have a Microsoft 365 ES subscription that contains two users named Userl and User2.

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report
for all the completed access reviews. The solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view

content.

NOTE: Each correct selection is worth one paoint.

Roles

Global administrator

Global reader

Reports reader

Security operator

Security reader

User administrator

Answer Area

User1:

User2:

Role

Role
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Question: 35 CertylQ
HOTSPOT

You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following requirements:
- Users that are assigned Rolel can create or delete instances of Azure Container Apps.

« Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Role1:

Role2:

Microsoft.App
Microsoft.Compute
Microsoft. Management
Microsoft.Security

Microsoft.App
Microsoft.Compute
Microsoft.Network
Microsoft.Security
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