TAI LIEU LMS - HE PIEU HANH

Bai 03

Ciu 1: Déu 1a phin mém c6 thé cai dat bd sung vio mdy tinh chay hé diéu hinh Windows gitip phdt hién vd ngan chan cic ma

doc?
A, Windows Defender
B. Bit Locker
C.  Windows Security
D. Malwarebytes

Céiu 2: Dich vy luu trir ddm may nio sau day duge cung cip boi Google?

A.  Dropbox

B. iCloud

C. OneDrive

D, Google Drive

Céu 3: Bau 13 nhuge didm cia vide liru trir dir lidu trén dém méy? (chon 2)

Khang thé truy cdp tir nhiéu thiét bi
Dit liéu ¢6 thé bi rd ri néu bio mét kém

Phuy thudc vio nha cung cflp dich vu

0w o»

Khéing thé truy cip tir xa
Cau 4:Khi nio nén st dung dich v luo el ddm méy thay vi thiét bj lwu teir vat 1y nhu USB, 6 di déng?

Khi céin truy cip dir liéu tir nhiéu thiét bi khic nhau qua méi tnrémg mang
Khi cin bao mét tyét déi
Khi ciin toe dd doc/ghi cure nhanh

c 0w F

Khi cén liru trir dir liéu 1ém nhimg khong c6 két ndi Internet

Céu 5: Pau li phin mém diét Virus duge tich hop san trén Windows?

ﬂ Windows Defender Firewall

w. Defragment and Optimize Drives

@ Performance Monitor
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tic nao?

Power Options
Change battery settings

Choose a power plan

Chu 6: Viée Clone phin viing dimg céc phin mém chuyén dung cho phép thye hién thao
o
A.  Sao chép ¥ nguyén phéin viing bao gdm ca ciu triic dia cimg, hé thong file va dir v Y
ligu
B. Khoi phye lai phan viing bao gdm ci cdu tric dia cimg, hé thong file va dir liéu
3 3 L =
C.  Sao chép ¥ nguyén dir lidu cua h¢ diéu hiinh bao gom cde img dyung duge cdi dit
vi cac thir muye nguedi diing
D. e 1ép dir ligu khong edn thiét rong phin viing chira hé diéu hanh
Don dep cic tép dir liéu khong can thiét trong phin viing chira hé diéu han e
= - - . a ik " A . - o
Ciéu 7: Diu 1 dic diém cia thiét b luu trit mang (NAS)? (chon 2) Network Attached Storage (NAS)

On®E»

Liru trir dir lidu tdp trung
Cho phép nhiéu ngudi ding truy cép ciing lic
Lru trir dif i¢u phén tn trén nhiéu mdy

Thirémg bao mat kém

Servers

Switch

Ciiu 8: Tiry chon duge khoanh do trong Windows Defender Firewall cho phép hé diéu hinh Windows thyc hién thao tdc nio?

B Customize Settings

€ 2 v 4

e -~ System and Security » Windows Defender Firewall » Customire Settings

Customize settings for each type of network
You can modity the firewall settings for each type of network that you use
Private netanl setings
0 © Tum on Windows Defender Firewall
| Blowdk: all incoming connections. incuding those in the kst of allowed apps
r. Notify me when Windows Delender Firewall blocks a new app I

e (3 Turn off Windows Defender Firewall {not recommended)
Puiblee etk sottings
v © Tum on Windows Defender Finewall
| Block: all incorming connections, incuding those in the kst of allowed apps
B Hotify me when Windows Defender Finewall blocks a new app

v s Turn off Windows Delender Firewall (not recommended)
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Chiin tit ca cic két ndi di tir méiy tinh dén mang cy bj, ké cd cdc tmg dyng duge cho phép
Hién canh biéo tdi ngudi dimg khi mdt tmg dung mai b chiin

Chin tit ca cdc két ndi di tir may tinh dén mang Internet, ké ca cdc img dung duge cho phép

o n ==

Chin tét ca cde két ndi dén mdy tinh, ké ca cde tmg dung dugic cho phép

System Properties pod
Céu 9: Dya trén cdc liga chon nhw trong hinh dudéi, néu Compuler Name Hardware Advanced System Protecton Remole
nguoi ding nhin nit Create s& tao diém khoi phuc cho “‘ Use system protection to undo umeanted syslem changes
phin viing nao trén mdy tinh?

Systemn Restore

A C} D You can undo system changes by reverting e Eimators
. your computer 1o a previous restors point. Symban
B. OE
¢ 0cC Protection Settings -
{ S PR
D. Tat ca cic phin ving Avaitable Drives Protection
- Dala (D} ' o
—NTV (E) ot
Configure restore sellings, manage disk space, Configure

and delete restore ponts,
Create a restore point right now for the: drives that l Create
have systam protection turmed on

| OK Cancel Apply

Céu 10: Noi dung canh biao mau vang trong hinh dudi day thong bio cho ngudi ding biét thimg tin gi?

M sk o 5
% « 4 Mp v ContralPeel + System and Securty + Bacaup and lestors Windows 7)| & <& SeTup Backup
Coitaol Paned Home Back p or restore your files Select where you want to tave your backup
W Creote a syadem image Bk W secomimend thel yom vy yous backup on en edemad heed drive
W Create a sysiem repan s Wirdows Backup hae rict besn sel up.
Save b on
[P Backugp Destingtion FrooSpace  Tatal Sire
Whridomwes could ot Tind a lscioup for this comgulon s —— T —

Retresh Saner o & Nt

[, This deive dass not hawe snough apace 1o SoTs @ Ty iiem imags. Mai
This drive in on the 1w physical disk s your syviem deive, Moy inf

Security and Muntenance

File History | Pt

A. Phan ving duge chon dé Restore dit ligu hé diéu hanh khéng chia file da Backup
B. Phan ving duge chon dé Backup dit ligu hé difu hanh khéng ¢d du khong gian con trong
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C.  Qui trinh Backup hé diéu hiinh bj khong thanh cong
D. Phan ving duge chon dé Backup dif lidéu hé diéu hinh khéng chita 6 C

Cau 11: Chire nang Dynamie Lock cho phép bao vé 131 khoan ngudi dimg biing cdch:

® viehneo Accounts > Sign-in options
Fifuta-Asttng Q Ficture password
M seme
B Sestem Additional settings
a Bluetooth & devices i you've been away, when should Windows require you te sign in again? When PC wiskies up from sleep  ~
W Network & internet
/ Personalization ?“:T:—“—lﬁ‘fin-r YouT dRece whan you e awary &
sl Apps @ Dynamic ook i5 aot workng pecuse your PC nas no paired phonse. Go to Blustooth & devices 1o pair 3 phone.
| & Accounts Q ’]
M time & language .
@ Gaming a Allow Windows to automatically lock your device when you're away
K Accessibility
Autamatically save my Testarable spps and restart them when | sign back In on @D
A, Ty ddng tit may tinh khi nguai ding rii khoi may va di ra xa théng qua két ndi Bluetooth véi dién thoai
B. Tuddng tim vi tri ngudi dimg khi ho l:'rgz"in théng qua két ndi Bluetooth véi dién thoai
C. Tuddng tim kiém dién thoai cia ngurdi ding théng qua két néi Bluetooth véi dién thoai
D. Ty ddng khoa méy tinh khi ngudi dung rivi khoi may va di ra xa thong qua két néi Bluetooth véi dién thoai

Ciiu 12: System Restore ¢d chire ndng gi? (chon 2)

& System Restore »

Confirm your restore point

Your computer will be restored to the state it was in before the event in
the Description field below.

Time: 11/22/2024 3:11:18 PM (Eastern Standard Time)
Description: Manual: November 2024

Drives: Local Disk (C:) {System)

2an for QI

If you have changed your Windows password recently, we recommend that
you create a password reset disk.

Systern Restore needs to restart your computer to apply these changes.
Before you proceed, save any open files and dose all programs.

<Back | Finish |  Cancel
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g nwx

Khéi phye hé thing vé trang thii trude do
Don dep rac rudi cho médy tinh cai Windows
Sao liru toan bé dir ligu dén vi tri an toan
Tao diém khoi phuc ty déng

Ciu 13: Chire ning ndo cia Windows Security cho phép ngin chin cic img dung, ép vi trang web c6 ndi dung cd thé chira ma

die khi dirge tai xudng?

Winciow Security

Haome

Wirus & theeat protection

& O &

Argount protection

E o

9 Firewad & revwark protection
App B browser candrol
Device security

Device performance & health

Famiy optiars

® &« 4 00O

Protection history

Account Protection

o n @ >

Firewall & Network Protection
Virus & Threat Protection

App & Browser Control

App protection and ondine security.

< Smart App Control
Enhanced protection from untrusted apps
Smart App Condrod scitings

Leam mane

@ Reputation-based protection

Thess settings probect your devics fram malicious of potentially unswanted

pps, files, and websites.

Reputation-based protection setiings

& Exploit protection

Exploit protectian is built into Windaws 13 haip protect your device
bgaing? attacks. Out of the bax, your deice |5 slready set Up with the
protection settings that work best for most people.

Exploit protection settings

Ciiu 14: File History trong Windows 1a cong cu co tinh ning niao dudi diy

@ File History

L > v Lo x & » Control Panel » Systern and Security » File History

Control Panel Home

Restore personal files
Select drive

Exclude folders
Advanced settings

Keep a history of your files

Copy files from: Libraries, Desktop, Contacts, and Favorites

= —

GSP1RMCPRXFRER_EN_DVD (F)

Copy files to:
u 4,04 GB free of 7.22 GB

Run now

Hawe a guestion?

Get help

Who's protecting me?
Mansge providers

Heslp improve Windows Seousity
Give us feedback

Change your prvacy settings

Wiew and change privacy settings
for your Windows 11 Pro device

Privaty settings
Privacy dashboand

Frivacy Statemaent

@ Search Control Panel

File History saves copies of your files so you can get them back if they're lost or damaged.

. File History is on

Turn off
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A.  Cho phép ty déng sao lwu dir liéu cia hé diéu himh cy thé dén phan ving trén ciing 6 cimg khong chira hé diéu hanh

Windows

B. Cho phép tw dong sao lru mat s dir lidu cu thé dén phan viing trén cling 6 cimg ma khéng chita hé didu hanh Windows

C.  Cho phép ty déng phyc hdi mét s6 dir liéu ey thé tr & dia ngodi may tinh

D. Cho phép ty dong sao luu mot s6 dir liéu cy thé dén 6 dia ngodi may tinh

Ciéu 15: Ngudi ding ciin nhén viio chire ning nao trong ctra
56 System Protection dudi diy dé bit diu khoi phuc hé

thing tir mét théi diém nhit dinh di tao trrde do?

A, OK

B. Create

C. Configure

D. System Restore

| System Properties

Computer Name Hardware Advanced Syslem Proteciion Remote

‘. ) LIse system protection i undo unwanted system changes

System Restors

You can undo system changes by reverting
YOLN COMBUDGT 10 3 Prenio0Es iestons: point

System Restore

P n Settings

|--:_.-
| s Datta (D) off
| s NTV (E ) off

‘Configure restore settngs, manage disk space,
and dolebe rostore ponls

have system prolection tumed on

[ OK Canosl

Craate a restore point nght now for tha dmves that Croate..

Apphy

Cau 16: Dyra trén cdc thong tin vé qud trinh Backup hé diéu hanh nhy dudi diy, hay cho biét théng tin canh béo mau vang (vimg

khoanh do) ¢o ¥ nghia gi?
[y er——
M Create s system ivage
-— - T e ¢ Comrol Fanel + Syctern sl Seounity  » Bacioug

Contuod Panel ko

Back up or restore your liles
B Crmals o syubem mage Ak iig

W Create & pywtem repa dus Winciomis ackug hap not Boon BeE Al

Besboer
Whirnows conilel fat findd & Dackup &S

W Sk ot A 10 Tesore |

Whaere do you want (o save the backup T

A ppatem image m a capy of the drilves equesd for Windows to nen. 1 can also mcude
aclditional deives. A& Systom Mnagee Can b used 10 FECTOne yous Compates i yous haed dive o

ErampUlE e b Wt M, gena an b ohnoss welssdal meees 10 ees

O O & haicl sk

- R A1 5 G e

B Vhe devn salectadd i on the siives phyaical diak that b batng barked i, W s ailok
Faiks. yosu sl kee yous Lo
THOn & network lecaton
Feouty #nd Mesntenence

- Pewt Canosd
A.  Phan vimg duge chon khong di chd trong
B. Vi tri file Backup khong ciing niim trén ciing 6 ctmg chira hé diéu hanh dang Backup
C.  Khang thé Backup hé diéu hanh dang bj 15i vi ¢6 thé giy hang 6 cimg
D. Phan viing Backup nim trén ciing & cimg véi phén viing chita hé diéu hanh dang Backup
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Céu 17: Cho cic chire ning Clone cia cong cu AOME! Backupper nhur dudi diy. Hay kéo cde chire niing vio 6 trong img

vai mé ta cua ching:

T# BAHOURFLASHSALE - UP TO BO% OFF

System Clone

Disk Clone Partition Clone

Sao chép hé dicu hinh sang mt 6 dia mai

Sao chép toin bo mot phin ving sang mdt phin ving mdi

Sao chép toin bi 6 dia sang mdt 0 dia mai
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Ciéiu 18: Kéo cidc tiy chon quét Virus trong Windows Security twong img vai md td cia chdng:

Scan options

Rur a scan from the available options on this page.

1l

Horme

No current threats.

Last scan: 4/4/2035 10c52 AM (guick scan)
@ threat(s) found

Sean lasted 1 minutes 24 seconds

38192 files scanned,

Virus & threat protection
Account protection

Firewall & network protection
Allowed threats
App & browser control
Pratection history
Device security

! h
Device performance & healt o P L

Family options Checks folders in ywour system where threats are commonly found.

#4002 & OPD

Protection history i
S Full scan

Checks all files and running programs on youwr hard disk. This scan
could take longer than one hour.

Custom scan

Choose which files and locations you want to check

B Settings () Microsoft Defender Antivirus (offline scan)

Custom scan Full scan Quick scan Microsoft Defender Antivirus (offline)

Quét oitline bing Microsoft Defender Antivirus

Chon cdc file va vi trf mudn quét

Quét toan ho cac file va chuong trinh trén dia cimg

Quét cic thu mue thudmg hay chira cic méi de doa

Ciiu 19: Kéo cic chirc ning sau diy trong Windows Security vio 0 tuong tng voi mé ta cia ching:

Weindoves Security
‘_ -

& Account protection
= Security for your account and sign-in.
() Home
0 Virus & threat protection B Micr Ft SEEaURt

| & Account pratection You are not signed in with Microsoft.
8 Firewall & network protection View your account info

Learn more
B App & browser control
0 Device security .

g& Dynamic lock
P e e & Kt Dynamic Jock is not set up, and is available on your device:
@ Family options Dynamic lock settings
E) Pratection history
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App & browser control Virus & threat protection Account protection Device Security

Cung cip cdc giai phap bao vé tai khoan nguéi ding (vin

tay, nhin di¢n khuon mit, ...)

Ngan chin cic tmg dung va trang web, tép duge tai xudng

tir mang c6 chira ma doc

Quét virus va phat hign cac moi de doa

Cho phep kich hoat cac tinh niing bao mét trén thidt bj

Céu 20: Cho cée chire ning cua cong ey AOMEI Partition nhu hinh dudi. Kéo cde chire ndng vao 6 tuong img vdéi md ta;

FLASH SALE - B0% OFF

Hams Type Capacily Used Spacs  Flag Statiss Alignment T2
122 biskn Basic GPT 2184708 J
0 : Data
" ER FAT3: HaodmiE aT.aFME GRT, §F1 System Pariition  Active&dysiem ak R e et
ci NTFS wneIToE 783708 oPT Boot ax . Properties
. NTFS P AOME TERZSME  GPT. Recovery Partition  Mene ax
S Resize/Mave Partilion
other O0ME aooRE GPT, Microssf! Reserved.. Mons [y
fa - Spat
O : Diata NTFS LLE ] 359308 GPT Mone AE i ok ki o4
E:NTY NTFS 493468 35768 GRT tione a0 OB spiit Partition
@ ciome Fartition
B wiLocker Encryption »
(R allscate Free Space
B " - (B Format Partiton
Disk O *“tE. €1 . +:
238 4708 e e 1 LI T oelete Partition
Hanic GOT FAL. | NT ary WTF. Oin
&2 Wips Partition
Resize/Move Partition Split Partition Farmat Pantition
Delete Partition Wipe Partition

Xoa phin ving

X bo vinh vicn dit liéu trén phén ving (kho ctu hd dir liéu néu cin)
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Chia 6 hodc tich thanh cdc phiin ving con

Thay ddi kich thude phan ving

Dinh dang lai phin viing (c6 thé ciru hd dit lidu néu cin)

Céu 21: Kéo tén cde chire néing sau trong Account Protection vdo 6 trong (mg vdi mo ta cia ching:

® Accounts > Sign-in options
-
Ways to sign in
Find ‘a-setting = .e Facial recognition (Windows Hella)
= This option i3 currently unavaltatie
2 Home
Fingerprint recagnition (Windows Hello)

= System @ This aptien is curtently weavsiialis

Bluetooth & devices
PIMN (Windows Hello)

N B TR Rt Sigr in with & PIN (Recommended)

Personalization

e

->

rFd D Security key
B Apps

P4

L ]

ke

Sign b0 with & plasical secueity key

Accounts p Password

Sign in with your account’s password

Time & language

Gaming = Picture password
Swips and 1Ap vour Teeorite phota 1o unkdck your divice

Password PIN Picture password  Fingerprint recognition Security key Facial recognition

Cho phép dang nhip hé théng qua ma dinh danh ¢4 nhan (PIN) thay cho mat
khiu

Cho phép ding nhip hé théng qua moi thiét bi USB chira khéa bio mit

Cho phép dang nhip hé théng qua nhin dicn khudn mat

Cho phép ding nhip hé théng qua tii khoan (coa Microsoft hoiic cd nhin)

Cho phép dang nhip hé théng qua nhin dang vin tay

|
|
Vudt dnh yéu thich dé mo khoa thiét bi |
|
|

Ciéu 22: Dyra trén cdc tinh nang duge chon dudi day trong App & browser control, hiy kéo cic mo ta vao cdt phit hop:
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it s Sy

Phishing protection
parwwesecd Tron arsaic s, mpaprs vl wits

T - o
1 Winas & threst protection
B v i sk makcion apps and site
T
WRIT TE ARTHI RasEWTard PELLE
Frimwanl] da niwo (. peosestion
Wi e albour unsafe passward storage
A e brawasr coniral

meeded to help ideniify secwrity theeats.

Learn mere

=}

L

"

B Deviee seawtiiy
 Devics parlocmance & Fealth
&

Faemily cpilons
Potentially unwanted app blocking
D Peistee tiin hinleiny

nexpected bebavion
- o

B ok sops
B Bk duwenioss

Wit o S P ANBG WINCIwS i ) passwondd DO pronect yo

Profect yous devics froim b reatation sprs thal might Coues

[ Ausermaricaly coliect mabsite or app comant whan sdeitional anahyss is |

Ty dong thu thip cdc trang web vi ndi dung dic hai cn thiét dé phin tich khi cdn xac dinh cde mdi de doa

Canh biio khi phét hién cdc (rng dung v trang web chira ma dge
Canh bio khi ngudi ding lru mét mat khdu khéng an toin
Canh bio khi ngudi dimg sur dung lai mét khéu cii

Chan cdc img dung va cic tép tai xubng co nguy co chira ma doc

1) Miy (inh s& KHONG canh béo, chin hojc thye hién hanh
ding:

2) May tinh $& canh bio, chiin hodc thyc hign hanh dgng:

Cin 23: Kéo cdc nguyén nhin o6 thé sau day vao & twong (g véi cac sy cd cia méy tinh:

- - y & - H *.
Hg dieu hianh 161 hodic & cimg hong

Ldi driver thiét bi

o - . - I3 - # I
Loi b§ nhd hodc cac phin cimg khiac

Bj virus hoac chay qua nhiéu chirong trinh

Khéng khoi déng duoc hé diéu hanh

My tinh khéng nhan thiét bi (VD Webcam)

L&i man hinh xanh (BSOD)
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May chay cham

Ciiu 24: Kéo céc dic diém sau vio & tuong img véi thiét bi luu trit phit hop:

Dung lwong lém, dé di ding nhung dé héng do va dap Tinh di dgng ot nhimg dung lugmg nho

Toe d& nhanh nhimg khong di ding Dung legng nho néu mien phi vit phy thuge vao nha cung L:ﬁp dich wy

L trir trong USB

Luru trir trén OneDrive

Luu trir trong o cimg di dong

Luru trir trén O dia trong S50 ciha mdy tinh

Ciiu 25:Kéo cic cong cu dudi ddy vao 0 trong img voi chire ning ma ching ¢d thé thye hién:

File History Data Recovery trong Hiren's Boot AOMEI Partition Clone trong AOMEI Backupper

Sao luu toan bd dir ligu va dinh dang trén dia cing sang mot o

clng mai

Pinh dang dia eimg v dicu chinh kich thide phan ving

Tur ddng sao lru dir liéu tir the muc Desktop va Libraries trong
Windows ra 6 dia ngoai

Ciru ho dit ligu

Ciiu 26:Kéo cic cong ey sau day turong Umg voi chire ning mé ching ¢6 thé thie hién trén hé diéu hinh Windows:

Malwarebytes Kaspersky Antivirus Autoruns Windows Defender

Gitip nguedi ding kicm ira cdc tmg dung, @p, driver va malware khang ré ngudn goc hode chua
durgre xac thye

Quét Virus va phat hién ma doc & mire dé co ban
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16 trg phit hién Virus nhung tép trung hon vao viée phat hién cac méi de doa, chin cdc trang
web déc hai va cdc tén cdng tr bén ngoai.

Chuyén dung cho viéc quét Virus manh mé va phét hién mi djc

Ciu 27: Kéo céc chirc niing c6 thé vio & twrong img mé cong cu Hirens' Boot ¢d hd tro hode khing?

Chia 6 Kiém tra vi sira 161 hé thing tép tin Ho triy trdmg lira
Backup va Restore hé thing Kiém tra va sira 161 hé thong tép tin Ciu b dir ligu
Quét Virus Ngan chan mi dje tin cong vio hé thing theo thir gian thie

Bat lai mat khiu cho ngudi ding (néu quén)

Cac chirc niing ¢d trong Hiren's Boot: Cic chire nang khing eé trong Hiren's Boot:

Ciu 28: Kéo cic cong ey sau diy vao 6 tuong (mg voi chire nding cla ching trén Windows:

Defragment and Optimize Drivers sk Clean Backup System Restore

Khoi phyc hé théng khi gap 16i

Don dep rac khong cin thiét trong hé théng
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Sao luu dir lige

Chong phan manh dia cimg

Céu 29: Kéo cic md ta sau vio cdt firong img vai nhém mi doe (Malware):

C6 thé 1am cham miky hodic vo higu hda cic |3hi"m mém

Banh cﬁp dir liéu ngardi dimg nhim lira dao hodc tong tién

Cd thé sao chép chinh nd viw edc file hode chuong trinh khac

Thuong duge kich hoat khi ngudi dimg mo file hode khoi chay chuong trinh chimg dinh kém

Chiém guyén diéu khién may tinh tir xa nham thye hién hanh vi pham tgi

1) Cac mii dgc khong phai Virus: 2} Céc mi doc thude loai Virus:

Ciiu 30:Kéo cdc cong cy trén Windows dudi day vao nhém trong (mg véi chite ning ciia chiing:
Defragment and Optimize Drives Backup and Restore (Windows T}

Windows Defender Windows Security Firewall Disk Clean

1) Céc cng cu bao tri hé théng: 2) Ciic cong cu bao mit hé thing:
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