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SOCIAL ENGINEERING
Phishing Challenge — Part 1
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Directions: One of these is a phishing email. Click on the 5 differences between these two

emails. Be sure to investigate carefully to find all 10 of them (5 on each email).
Once you are done finding all the differences, place the phish image at the bottom
of the page into the box of the email that you think is the suspicious phishing email.

From: Kelley Scout <k***@scout.com>
To: Entire Address Book

From: Kelley Scout <k*@scout.com>
To: Johnny@onemail.com, Jane@scouts.com,
Jamie@friendmail.com

Subject: HELP!!!

Subject: HELP!!!

| am writing this with tears in my eyes. Sadly, during my
vacation too Japan, my backpack was stolen at the park bye
the hotel where | am staying at. My wallet and phone were
in my backkpack, but thankfully, | had my passport in my
jacket pocket.

My flight home leaves in a few hours but there is a problem
with paying my hotel bills because of my stolen credit card.
The hotel will not let me leave until my hotel bill is paid.

Please send me $200 to the Western Union closest to
Mount Fuiji right away, so | can pay the hotel and make it
onto my flight to return home. I'll pay you back with as soon
as | get back, | promise.

1 am writing this with tears in my eyes. As you know, | am on
my Japan vacation right now. Sadly, during my vacation my
backpack was stolen at the park by the hotel where 1am
staying at. My wallet and phone were in my backpack.

Thankfully, | had my passport in my jacket pocket,

My flight home leaves in a few hours, but | am feeling a bit
scared because | am not sure how | will get to the airport
without my wallet and phone.

Will ane of you please give me at the hotel? If you call the
hotel front desk and ask for me, they will connect you to my
room. | am not sure what to do. | will pay you back for the
cost of the phone call and buy you lunch next time we hang
out when | get back, | promise.

- Kelly - Kelley
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Place the phish image below into the dotted box of the phishing
email and place the envelope into the box of the real email.




