- If you have

activate itl

DO LOCK YOUR e ] 0
SCREEN + Use a strong

+» Clean your screen
to erase the

O
Ul

+Usea_____ PN 12345678Q
G8T7654321

DO MAKE A
(COPIA DE SEGURIDAD)

8 .- Make a eopy of the informafion you haove In your
b device: pictures, music, data..

pattern biometric  difficult backup fingerprints




- Set up your characteristics P —
. Use profile/account (only your

friends can see you and interact with you
Of Use your images)

« Friendship: Choose your

DO SET UP YOUR DEVICE IN YOUR
VIDEOGAMES OR SOCIAL MEDIAS

from your redl life.

. Don't collect followers ( ). The
more followers, the more risk, the more hate

comments.

negative users, messages or ;0

= i
- Report comments or specific @‘@ @

words.
. Tosetup =
profile block digital friends
to configurate offensive
extrange people private

DO PROTECT
PERSONAL
INFORMATION

Kegy f tion such as your full
name, address, phone number, and school name.
Don't share your or roufines, your fravels,
holidays, your money, etc
Erotect your
Digital footprint is created with:

Your

The inforrmation you post abouf

The information post about you
private opinions habits
people digital footprint youself
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» Mike Cabrera (Espa

DO THINK TWICE
/) \BEFORE YOU
POST/SEND

- Be mindful of what you share online. Once you post
something, it's to erase

= Emmanuel Cafferty (EE. UL

-

- Consider the potential

of your posts on
your reputation and future oppartunities.

DO VERIFY ONLINE
FRIENDS

when making online friends, especially If you
haven't met them in person.

« Don't share information

- Don't agree to meet someone from the Internet without
involving a frusted ;

Impossible caufious  personal adulf conseguences

sLIVEWORKSHEETS



DO USE STRONG AND @ ggTTQRﬁng‘éE DIGITAL

UNIQUE PASSWORDS o e 25

communicating onling, including
in emails, chats, and comment

+Ihink _____ youfype, and
: ¥ rememiper that words can have

: ICa‘eEﬂ‘e — mfalmg_rmmngt[l *12 - Chonge yourpasswords a lasfing Impact and

B 95, __ someons.

and

TA? « Include an —

» Use passwords for your passwords

different accounts to prevent «lfyouarea  of cyberbullying or wilness if

unauthorized access, Don't repeat. 22 happening fo scmecne else, report it fo a frusted

« Passwords are personal. Don't share adult and the appropriate or platform

« Use (tools Wour . administrators.

thert securely store and manage your

passwords for each site or app). « Protect vour image using

« Respect the . Glve credit and create your
own pictures, music, documents...
polite twice copyright victim

: iti hurt vatars
strong frequently password managers email L il i

symools passwaords different

sLIVEWORKSHEETS




10 DO BE CAUTIOUS WITH
@ DO USE THE 2FA LINKS AND DOWNLOADS

: : o « Do not elicking on inks or downloading fies
« If it is possible, active in your apps the Two-Factor from untrusted source.
Authentication (2EAY: Itis a safety measure with 2
steps:
1. your
2.a
HYPERTEXT TRAMSFER FROTOCOL SECURE
« It helps fo If you are in risk because you

receive the message

- Be especially cautious of email of links fram
unknown senders,

130 KEEP SOFTWARE
UPDATED

« Regulcrly your devices and software to pateh security vunerabilifies.

- Use ond anti-motware software 1o protect against threats,

PIN code hittps:// update

attachments antivirus

detect message code suspicious |3 LIVEW o R KS H E ETS



